Tl

Z
()

ECH»

iISEC Partners is a
information security
firm that specializes in
application, network,
host, and product
security. iISEC also
produces utilities for
automated security
analysis and proof-of-
concept security tools.
For more information
on iSEC security tools,
please refer to
www.isecpartners.com

/tools.html.

ISEC Security Tools

Event Log Zap — Elzap
Written by Andreas Junestam
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C:wtemprelzap._exe

WWIN32 Event Log Zapper vd.1

Allows removal of individual event log records
on a running Windows system

CCH2AA6 andr Bizecpartners.com

Usage :

List events in log <log>
Remove record <rec. no* from log <log>
Arquments =
{log> Security, application or system
{rec. no> Record number
Example -
elzap -1 security
elzap —r Bx18 systen
elzap —» 21 application
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Event Viewer !E E

File  Action Wiew Help

« v OmEFRB 2

Event Wiewer {Local) S\,-'stﬁ 295 event(s) ’
-'3-I3I:'|i'2_~fl'5i'3'l'I Type ——rE | Time | saurce |cas
L] Security (@ Information  5/30/2006  5:46:25 PM e Ma__|

2L (@ Information  5/30/2006 146112 Mo
@Information 5/30/2006 F:29:34 PM a0l [Manager Mo
@Infurmation 53002006 2026 PM Service Control Manager Mo
&Warning 53002006 &:28:30PM  Dhop Mo
&Warning 5/30/2006 F:27:30PM Chep Mo
@Inﬁ:rmation 530/ 2006 S:24:44 PM Tcpip Mo
@Inﬁ:rmation 530/ 2006 $:24:09PM Tcpip Mo
@Inﬁ:rmation 5/30/2006 §22:13PM Topip Mo
&Warning 5/30/2006 @:22:11 P Dhop Mo
@Information 5/30/2006 1057 PM Topip Mo
@Infurmation 53002006 1814 PM Topip Mo
@'Infurmation 53002006 #1530 PM  Topip Mo
&Warning 5/30/2006 #:15:29PM  Chcp Mo
@Inﬁ:rmation 530/ 2006 §:15:24 PM Tcpip Mo
@Inﬁ:rmation 5/30/2006 S:14:20PM  Topip Mo
@Information 5/30/2006 &:14:10PM  Tcpip Mo -
4| 5

Category: BxH000
Strings:
HetGroup Packet Filter Driver

Category: BxB008
Strings:

Intel{R> PRO-1888 FL Metwork Connection

BxA0ABE1 27
Tupe: BxBOB4
Category: BxH000
Strings:

SDEUICESTCPIP_{13588C68-1C1B-467A—248D-22FA3B55F289>

C=\temp>




Category: BxB008

Strings:
HetGroup Packet Filter Driver
start

BxAAERE1 26
Tupe: BxB0EB4
Category: BxA808
Strings:

Intel{R> PRO-188B8 PL Metwork Connection

Bx0ReBE127
Tupe: BxAAA4
Category: BxB008
Strings:

SDEUVICESTCPIP_{13588C68—1C1B-467A—748D-22FA3@55F289>
C:stemprelzap —» Bx126 zsystem

Waiting for thread to finish
Record deleted

C=\temp>

35 = $ > .<0
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Event Wiewer {Local) S',-'stﬁ 294 event(s) ,
] -‘:\Pli'li':_ati':"" Type T | Time Source Ca ~
1] Security (@ Information  5/30/2006 B46:25PM  Tepip Mo__|

@'Infurmation 53002006 2234 PM Service Control Manager Mo
@Infarmation 5/30/2006 2025 PM Service Control Manager Mo
&Warning 530/ 2006 $:28:30PM Dhcp Mo
&Warning 5/30/2006 &:27:30PM  Dhop Mo
@Information 5/30/2006 2444 PM Topip Mo
@Information 5/30/2006 ::24:09PM  Topip Mo
@Infurmation 53002006 @22:13PM Topip Mo
&Warning 53002006 @22:11PM Dhop Mo
@Infarmation 5/30/2006 157 PM Topip Mo
@Inﬁ:rmation 530/ 2006 §:18:14PM Tcpip Mo
@Inﬁ:rmation 5/30/2006 1530 PM Topip Mo
&Warning 5/30/2006 #:15:29PM  Dhcp Mo
@Information 5/30/2006 #1524 PM Topip Mo
@Infurmation 53002006 #1420 PM  Topip Mo
@Infurmation 53002006 14 10PM  Topip Mo
@'Infurmation 53002006 7053 PM elexpress Eﬂ
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